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1 INTRODUCTION

1.1 Attention

Do not disassemble the device. If the device enclosure
becomes damaged in use, isolate the power supply cables
at source before unplugging the power supply connector.

>

The Leda 3200 is a GSM/GPRS device. All GSM/GPRS
devices produce interference that may affect other nearby
electronic devices.

0
S

The device must be connected only by qualified
personnel.

The device must be firmly secured in the desired location
it is installed in.

The programming must be performed using a Class Il PC
(with isolated PSU).

}‘\I’\][\

Do not expose the device to water and humidity.

Warning! If an incorrect backup battery is used, the device
may explode!

Do not install or handle during a lightning storm.

The Leda 3200 has a USB interface. Only use cables
provided with the device to connect to a PC. Diplomat is
not responsible for any harm caused by using the wrong
cables.

= B0

Please note that the internal battery must be plugged in
for the Leda 3200 to operate with the external power
disconnected.
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1.2 Safety Instructions

This chapter contains information on how to operate the Leda 3200 safely. By
following these requirements and recommendations, you will avoid dangerous
situations. You must read these instructions carefully and follow them strictly
before operating the device!

The device uses a 10VDC - 30 VDC power supply, consuming no more than 12W. This allows
the unit to be installed in 24VDC commercial vehicles without requiring a voltage reducer.

To avoid mechanical damage, it is advised to transport the FM3200 device in an
impact-proof package. Before usage, the device should be placed so that its LED
indicators are visible, which show the status of operation the device is in.

Before making connections to the vehicle electrics, it is recommended that the battery of
the vehicle is disconnected.

When connecting the connection (1x6) cables to the vehicle, the appropriate
jumpers of the power supply of the vehicle should be disconnected.

Before removing the device from the vehicle, the 6-way power connector should be
disconnected first.

The device is designed to be mounted in a position which is inaccessible to the operator of
the vehicle. All related devices must meet the requirements of standard EN 60950-1.

The Leda 3200 is not designed as a navigational device for boats, or in any application where
its failure to operate may lead to a life threatening situation.

1.3 Legal Notice

Copyright © 2011 Diplomat. All rights reserved. Reproduction, transfer,
distribution or storage of part or all of the contents in this document in any form
without the prior written permission of Diplomat is prohibited. Other products
and company names mentioned here may be trademarks or trade names of their
respective owners.

1.4 About This Document

This document contains information about the specifications, applications,
mechanical characteristics, and configuration of the Leda 3200 device.

Acronyms and terms used in document:

e PC - Personal Computer.

¢ GPRS - General Packet Radio Service.

e GPS - Global Positioning System.

e GSM - Global System for Mobile Communications.

e SMS - Short Message Service.

e AC/DC - Alternating Current/Direct Current.

e Record - A single piece of AVL data stored in FM3200 memory. AVL data
contains GPS and I/0O information

e AVL packet - Data packet that is being sent to server during data
transmission. An AVL packet contains from 1 to 30 records.
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2 BASIC DESCRIPTION

FM3200 is a terminal with GPS and GSM connectivity, which is able to determine
the object’s coordinates and transfer them via the GSM network. This device is
perfectly suitable for applications which require the accurate location of remote
objects. The Leda 3200 features additional inputs and outputs which let you
control and monitor other devices on remote objects.

The Leda 3200 also has a USB port for NMEA output and configuration.

2.1 Package contents

The Leda 3200 device is supplied to the customer in a cardboard box containing
all the equipment that is necessary for operation. The package contains:

e The Leda 3200 device.

e Input and output power supply cable with a 6-way Tyco connector
e GPS antenna

e USB cable

2.2 Basic characteristics

GSM / GPRS features:
e Diplomat TM1 dual band module (900/1800 MHz)
e GPRS class 10
e SMS (text, data)

GPS features:
¢ 50 channel receiver
e NMEA, GGA, GGL, GSA, GSV, RMC, WGS-84 protocol compatible
¢ -160 dBm sensitivity

Hardware features:
¢ ARM7 TDMI processor
e 1 MB internal Flash memory
¢ Built-in movement sensor
¢ Internal backup battery included

Interface features:
e Power supply: 10VDC to 30VDC @ 12W Max
e USB port
e 2 digital inputs
e 2 open collector outputs
e 3 status LEDs

Special features:
e Multiple event triggers (external sensor, input, speed, temperature, etc.)
¢ Highly configurable data acquisition and sending
e Multiple Geofence areas
¢ Sleep mode
e Real-time process monitoring
¢ Authorised number list for remote access
e Firmware updates via GPRS or USB port
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e Configuration update via G
e TCP/IP or UDP/IP protocol
¢ 15000 record storing

e CE and E-mark certified

2.3 Mechanical features

GPS Antenna

Power I/O

e USB

e Power supply
Energy consumption:

Operation temp.
e Storage temp.
e Storage relative humidity
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10VDC to 30VDC @ 12W Max
GPRS: 200 mA r.m.s Max.

Sleep: 36 mA r.m.s.
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2.4 Technical information:

3200 view & dimensions
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Operating time with internal backup battery depends on temperature, amount of data sent,
and battery age (e.g. number of charge/discharge cycles).

For example:

¢ In sleep mode a new Leda 3200 will give a backup battery operating time of
approximately 3hrs 30mins.

e Operating time for a new Leda 3200 device, working in a typical configuration (records
acquired every 10 sec and sent in packets of 4 records every 60 sec), will be
approximately 2hrs.

Attention! Internal battery must be plugged in, in order for FM3200 to
work from backup battery.

>

Leds 3200 User Manual

Page 9 of 44



Leag 3200 User Manual

w W
-\

CONNECTION, PINOUT, ACCESSORIES

SIM card insert scheme
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Open the SIM holder by sliding the cover as shown

Slot the SIM card into the cover as shown

Close the SIM holder and slide the cover to lock it in place

Plug in the backup battery

Slide the enclosure together ensuring the lugs engage the slots

AUV WN |-

Insert and tighten the screws (do not overtighten!)
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3.2 Installing FM3200 drivers

In order to configure the Leda 3200, "MS Windows XP Service Pack 2" or later
version of MS Windows must be installed.

“MS Windows XP SP2”
Before connecting the Leda 3200 to the computer, the special Hot Fixes must be
installed:

1) Hotfix KB918365 (usbser.sys 5.1.2600.2930);
2) Hotfix KB935892 (usbccgp.sys 5.1.2600.3116).

After installing the HotFixes, reboot your PC.
Power up the Leda 3200 and connect it to the computer. "Found New Hardware

Wizard” for "FM32XX Port” will appear. Choose “Install from a list or specific
location” (Figure 3) and press “Next”.

Found Mew Hardware Wizard

Welcome to the Found Noew
Hardware ‘Wizand

T iz vizand bedpes pou i lall 2 oblseare o
FMZZ4 Pt

:_'_.} IF poue hardware came with an installation CO
= oo floppy disk, nsert it now.

“what do you weani the mizad to do?
i Irceall thes softvasre subomaticalp [Recommended|

Click fle s o cominue.

o [ s | cwed |

Figure 3. FM3200 installation step 1
In the new window, choose “Search for the best driver in these locations” and
check the “Include this location in the search” box. Then click browse and specify
the location of the "FM22XX.inf" file, it can be downloaded from

http://www.diplomat.co.uk/downloads/FM32/FM32XX/FM22XX.inf

Click “Next".
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Figure 4. Leda 3200 installation step 2

The warning window will appear, click “Continue Anyway”.

Hardware Installabion

(] ': The malbwaie pau er= irstalng for this haidwae
L
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contact the hardware vendor for zoftware that has
passed Windows Logo besting.

| Ceritnue Anpasy Ii’.ﬂﬁﬂﬁiﬁé‘ﬁﬁéﬁ]

Figure 5. Leda 3200 installation step 3
Click “Finish”.
The installation of "FM32XX Port” is completed. Immediately after the end of the
installation, the new wizard for "FM32XX GPS” will appear. Repeat all the steps as
in previous installation.

“MS Windows XP SP3"” and “"MS Windows Vista”

No HotFix installation is required. Proceed with the installation of "FM32XX Port”
and “FM32XX GPS”.

3.3 Navigate LED

When GPS signal is not received, the Navigation LED is switched on permanently.
When GPS signal is received, the Navigation LED blinks every second:

When FM32XX is operating in Sleep mode Navigation LED is off.

Leds 3200 User Manual
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If Navigation LED blinks every 11 seconds, that means GPS antenna or connector
is short circuited. Remove the antenna immediately should this occur to prevent
damage.

3.4 Modem LED

When power is connected to FM3200, modem led is illuminated permanently.

3.5 Status LED

If the device is operating correctly the Status LED should blink. If this LED does
not blink it means that the device has invalid firmware or other malfunction.

3.6 Socket 2x3

OIN 1 3 & ouT 2

DIN 2 2 5 QUT 1
VOO (1043007 DT (+) 1 4 GND(VCC (10=30)V DY (=)
Figure 6. 2x3 socket pinout

Pin

Nr Pin Name Description
i : 2
RIS To . o ."" Poraer .\'.I:'l:'ll_l tor module. Power supply range T3 W D
1 T I'l?-_ED:I v D Energy consumprion: GPRS: = 200 mA comes Mae, Nomnal: ==
L+ 63 nud s,
2 DIM 1 Lhgaral wpur, channel 14
3 DIMN 2 [ hgmral AL, channel 24
Pl Rtialali : §rr
1 “Im“g;m'ilﬁ 300V Ground pin. (10+30)V DC (- )
3 ':IUT l l'l'.;'_'.'.ll -'.|Z|'-|.I f.l!.ll'.l'.l'l It 'I|'|._ il !.'"I.'.".“.II. .-|.I|'l.|'. Max. == 150mA.
i ':'UT 2 |.'|'.:'_'.'.I|-'.|Z|'-|.I f.l!.ll'.l'.l'l 2. f"|'l-.'.'| !.'"I.'.".“.'I..l|.||.|.|-. Max. == 150mA.
Figure 7. 6-way Tyco Connector Pinout Description.
*Digital input Level <2V = 0 = FALSE
*Digital Input Level > 2.5V <30V =1 = TRUE

Mini USH connector

Figure 8. Mini USB connector

connector. A USB to Mini USB lead is supplied with the unit.

Leds 3200 User Manual

f The Leda 3200 has an industry standard Mini USB interface
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When plugged into a PC, the Leda 3200 creates two COM-Ports: "FM32XX Port”,
which can be used as system port (to flash firmware and configure the device)
and “FM32XX GPS” as a GPS serial output of standard NMEA 0183 data at 9600
baud rate.

I = Device Manager

Ble  Actian ew  Help

m & g A

L Flappy disk drwes

=% 1IDE ATARATAPL controliars

=# Keyboerds

"y Mine and ofhe pontng devices
3‘ Maritors

+ Bl hztwork adapozrs

- o Ports (COM BLPT)

5 Commruricatiares Poct [COML)
¥ Commurications Poet [COM2)
5 ECP Princer Povt (LPT1)
7 FMZZE G5 [COM4)
‘b" FME2EA Povk (Z0ME)

+ Provessoes

by Suskern devices

# 8, Spund, video end game contralers
+ % Linivessal Seeial Bus controllzrs

eI = A= Ty

Figuré' 9. COM-Ports

3.8 Accessories

Diplomat has a range of approved accessories for Leda Vehicle Trackers including
Panic Footswitches, Pushbuttons and Vehicle Immobiliser Kits.

Digital Inputs - Panic Buttons, Door Sensors, etc.

The Digital Inputs are either "TRUE"” or “FALSE”. The inputs of the Leda 3200 are
“Active High” as they require a voltage to be applied to them in order for the Leda
3200 to consider an input to be “TRUE”. With nothing connected to a Digital Input
the Leda 3200 will consider that input to be “FALSE”

o [’ " = -
|

: : Panic

| FM3200 module | button,

! [ Switch. elc

| | P : 10..30 Y
I Digilal i I -

| Digital input ! i

I I

| [

| |

| [

Figure 10. Panic button connection

To connect a Panic button to the Leda 3200 it is necessary to connect one wire of
the button to a permanently available voltage source and the other wire of the
button to a Digital Input.

In this way when the button is pressed (i.e. the contact is closed) a voltage gets

applied to the input and the Leda 3200 considers the input as being "TRUE".
When the button is released, the Leda 3200 considers that input to be “"FALSE”".
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Ignition Sense In A Vehicle

This is perhaps the most simple condition to sense as the “Accessory” supply in
the vehicle (the cable designed to supply vehicle accessories when the ignition
key is turned to the ACC position) can be directly connected to the Digital Input.

Sensing Other Conditions In A Vehicle

Sometimes you might need to sense when a switch contact is closed to ground.
In these cases, there may not be an actual voltage that can be sensed. In cases
when a vehicle sensor output is a signal that goes to ground (e.g. the battery
negative terminal) an additional relay has to be installed to convert this
“negative” signal into a positive signal suitable for applying to the Digital Input of
a Leda 3200.

Here is a typical arrangement using a relay to overcome the problem:

- .

pns:ti-.-; signal

(#1211 +24 V) s =5
B

Resistor —

_IEE a7a ﬁl_ _ negative
signal source
°|
FM3200
DM

Figure 11. Inverting relay connection
Digital Outputs -— Immobiliser Relays, etc.

The Digital Outputs of the Leda 3200 are called “Open Collector” which means
that an output is either “Floating” when OFF or “Pulled-To-Ground” when ON.

One method used to immobilise a vehicle is to inhibit the starter motor. When
connected as shown below the Leda 3200 disables the engine starter when output
is ON. More details about relays can be found below.

oy

B7a FM3200
pre o ** ssH—e "oo0r

Starter Motor

Figure 12. Immobiliser relay connection
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Relays

Important! It has been found that the Digital Outputs of the Leda 3200
may not be able to fully energise some automotive relays!

Diplomat supplies approved Immobiliser Relay Kits that specifically
include a pre-wired current limiting resistor in series with the coil.

Failure to use the Diplomat approved relay kit will result in the relay
energizing momentarily and then resetting to a non energized state.

Figure 13. Diplomat Approved Automotive Relay

4 FIRMWARE

Updating firmware using USB cable

The Leda 3200 is an intelligent device and its functionality is always improving. As

new firmware versions are released the Leda 3200 can be updated via the USB
cable or Over-The-Air via GPRS.

The current firmware version can be read by the configurator application. See
configuration description for details. Alternatively, the firmware updater
application will also display the current version that is running.

Contact Diplomat Support to obtain the latest firmware.

A special FM Updater PC utility application is required to update the firmware. It
can be downloaded from:

http://www.diplomat.co.uk/downloads/FM32/Updater 1.1.0.1.zip

Firmware must to be copied to Updater directory.
Connect the Leda 3200 to the PC with the supplied USB cable. Launch the “FM

Updater” application, select the correct COM port, click connect and update. The
update process may take several minutes.
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| FM updater Version 1.0.0.4 M= x|

Wald IMEl numbers Wad Frmase v=mons
Al devices ae updateable Al sz iziang ae updatezbie
Carnesttobhe dewics

IHEI | Lpdae
Fimmeasane: wirsiore Closie:

COMport: | COM1 -
Firmmare updater zpolicadon:

Figure 14. FM updater screen

Updating firmware via GPRS
Firmware can also be updated via GPRS by commanding the Leda 3200 to
connect to a firmware update server.

A special SMS command is sent to the Leda 3200 which includes the IP address
and Port number for the Leda 3200 to connect to.

The server details are as follows:
Server IP: 109.200.19.99
Server port: 7037

The firmware update command is described later in this document

5 OPERATIONAL BASICS

5.1 Operational principals

The Leda 3200 tracking device is designed to acquire records and send them to a
server. Records contain GPS and I/O information. The Leda 3200 uses its internal
GPS receiver to acquire GPS data based on three data acquire methods: time-
based, distance-based and angle-based methods.

The way in which each method works is described in the GPS section of this
manual. All data is stored in real-time in flash memory and sent in ‘bundles’ via
GPRS or SMS channels to conserve airtime usage. GPRS mode is the most
preferred data sending mode. SMS mode is mostly used in areas without GPRS
coverage or when GPRS usage is too expensive.

GPRS and SMS settings are described in the GPRS section. The Leda 3200
communicates with a server using a custom data protocol. The Diplomat Data
protocol is described in a seperate “protocols” document.

The Leda 3200 can be managed by SMS commands. The SMS Command list is

described in SMS COMMAND LIST section. The whole of the Leda 3200’s
configuration can be performed either via GPRS or via SMS.
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5.2 Sleep mode

The Leda 3200 can enter sleep mode (standby mode) under two conditions:

e FM3200 does not detect movement.

e FM3200 does not send or receive any data for 5 minutes. This means that if
coordinate recording interval is less than 5 minutes, FM3200 will never enter
sleep mode.

The Leda 3200 exits sleep mode when it detects movement again.

While in sleep mode, the Leda 3200 instructs its internal GPS receiver to enter a
low-power sleep mode which means it will not generate any location data. The
corresponding decrease in power usage reduces drain on the vehicle battery.

5.3 Virtual odometer

The Leda 3200 uses a “Virtual Odometer” to calculate travelled distance as a
separate I/0 element.

When the Leda 3200 detects movement, it starts counting distance using the GPS
signal: every second it checks current location and calculates distance between
the current and the previous point. It keeps adding these intervals until it is time
to make a record, then the Leda 3200 generates a record containing its current
location and the current odometer value, which is equal to the sum of all the
distances it has measured.

When the record is made, the Virtual Odometer resets to zero and the distance
calculation starts all over again.

Note that the Virtual Odometer works independently of any other records being
generated using elapsed time, distance and angle change intervals. Instead, it
uses a separate set of virtual points which are established independently every
second, and accumulates the distance between them.

6 CONFIGURATION

6.1 Configurator

A brand new Leda 3200 device has default factory settings. Settings should be
changed according to your application and your GSM operator information.

The Leda 3200 configuration is most easily performed via the “FM3200
Configurator” PC application. The latest FM3200 Configurator version can be
downloaded from:

http://www.diplomat.co.uk/downloads/FM32/FM3200 Configurator.zip

Leds 3200 User Manual

The FM3200 Configurator application operates on Microsoft Windows OS and uses
MS .Net Framework 2.0 or higher. Please ensure that MS .Net Framework 2.0 or
later is installed on your PC before starting configurator. Latest MS .Net
Framework version can be downloaded from official Microsoft web page.

Device configuration is performed via the supplied USB cable. Configuration

process starts from loading FM3200 Configurator program and selecting COM
port.
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The Leda 3200 has one user editable profile stored in Flash no. 1 memory and
one extra profile stored in Flash no. 0, which cannot be edited by the user. The
profile from Flash no. 0 is used by system and cannot be selected as active, while
profile from Flash no. 1 is fully editable and can be selected as active.

Changes of profile parameters must be saved to Leda 3200 Flash no. 1.

u FUATEE Canfigmaies Varvms 18011 _IEEd
[ SR T |
Baadfrom Radh - SaedcaFlah | loadfros e, sies e Fa. Losd Cafuk Frofls | @b 341 | Resst devica | Gobal pararsiis b oo vl )
Frile s | D Vesicr: | D001 s | P COM et || COWI -r-!
Ee]
)

Propssy
.....
Ly gt

1 [Frasbled lapmi - OO0 -

) Prabed Fesd| = Fasp Low -
Bk

[E S U]

ot i it L] L3

Axweagngramtant: | 10

Frolfil st oo eoatily boowed From s

Figure 15. Configurator window

‘Read from Flash’ - reads configuration parameters from Flash memory.

‘Save to Flash’ — saves configuration parameters to Flash memory.

‘Load from file’ — allows user to load configuration saved in .XML extension file.
‘Save to file’ — allows user to save currently entered settings to a file.

‘Load default profile’ - loads default FM3200 settings that later can be
modified. This procedure must be performed before entering new parameters.
e 'Get IMEI' - reads FM3200 IMEI number. This number is unique for every
FM3200 and usually servers recognize different devices by this humber.

e 'Reset device’ - reboots FM3200 and displays processor firmware version.

e 'Load CPU FW via PORT %2’ — updates the firmware version.

6.2 System settings

System settings menu has only one parameter - Sleep mode. It can be enabled
or disabled by turning it on or off. See sleep mode description for more details.

Leda 5200 User Manual
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6.3 GPS settings

GPS settings define GPS data acquiring methods and frequencies.

Resad from Aash = Sevabo Aash | Load fom Rk, S8 boFls,,  Load Defauk Frofls | Gec [ME] | Reset devios | Gobal par

ProflsMao: O Veriore  (01.00 Sowce: | Fie

Gukzm

BFS

Eeoferca Enable | Enabled w Pl peind 00 & T
3K

GFAS iy digtance || 1000 ¥ i
S5

Elennd DAl i angle a = deq

Figure 16. GPS configuration

Device is checking if the time between last saved record and current time is equal
or higher than Time based acquire interval. If so, FM saves record to memory. If
not, FM checks if the distance from last record to current record is equal or higher
than Distance based acquire interval. If so, saves the record to memory. If not
and speed is higher than 10km/h, then FM is checking if angle difference between
last record and current record is equal or higher than Angle based acquire value.
If so, saves

the record to memory. This check is being performed every second.

FM3200 is able to collect records using three methods at the same time: time,
distance and angle based data acquisition:

Time based data acquiring (Min. period) P |
Records are being acquired every time when Time based I
defined interval of time passes. Entering zero coordinate H,’”
means that data will be recorded as fast as recording i
possible (every second). Entering zero disables . f
data acquisition f
depending on time. : //
e
-H-"“-n__‘_ |"
sl
Distance based data acquiring (Min. distance) E >
Records are being acquired when the distance Distance based e
between previous coordinate and current position coordnate g
is greater than defined parameter value. Entering geanang ."J
zero means that data will be recorded every 0 i
meters (as fast as possible — every second).
Entering zero disables data acquisition depending _ /
on distance. %
b 8 ¢
H"“m /
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Angle based data acquiring (Min. angle)
Records are being acquired when angle

difference between last recorded coordinate
and current position is greater than defined
value. Entering zero disables data acquisition

depending on angle.

6.4 Geofence settings

E Angle based

coordinate
recording

The Leda 3200 has 5 configurable Geofence zones and it can generate an event

when a defined Geofence zone border is crossed.

e Frame border - frame border is an additional border around Geofence zone. It
is additional area around defined zone used to prevent false event recording when
object stops on the border of the area and because of GPS errors some records

are made inside area and some outside. This border defines a ‘hysteresis’
characteristic such that an event is only generated when both borders are

crossed.

See Figure 17 below for details: As an example, Track 1 is considered as having

entered the Geofence area while Track 2 does not.

=

i

Track N, 2 “\__

Track Mr. 1

Figure 17. Geofence border

e Shape - can be rectangular or circle
e Priority — priority of Geofence event: low, high or panic. These levels define
priority of event information sending to server. See I/O element description for

more details about priorities.

e Enter event - enable or disable zone entering event

¢ Exit event - enable or disable zone leaving event

e X1 - geofence zone left bottom corner X coordinate
e Y1 - geofence zone left bottom corner Y coordinate
e X2 or R - geofence zone upper right corner X coordinate (radius of circle when

Circular zone used)

e Y2 - geofence zone upper right corner Y coordinate
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Spslem B

GPs

Geofence Frame border | 10001 = | n

GEM

GPAS

SHS Geolerwe zons | 1 w | Ghepe Ciculy i

S ard paran dtat:

140 Pty L w
Enbet mverd: || Dirshls W
Exit prverit Dlizable w
E 1000000
T 0000000
R I

Figure 18. Geofence configuration

6.5 GSM settings

'GSM Settings’ allows you to set the exact protocol used for data transfers — TCP
or UDP. '‘Min Saved Records’ defines the minimum number of records (i.e. records
of coordinates and I/O data) that should be transferred as a bundle in one single
data connection to server. If the Leda 3200 does not have enough coordinates to
send to server, it will check the number of accumulated records again after the
time interval defined in the ‘Send Period’ parameter (see section 6.8 below).

G5k
Frofocol : TCP w
Min ssved iecords . 10 -

Figure 19. GSM configuration

Swstem

GPS

G enlenca
GEM
GPRs

EME
Send palamsteiz

140

6.6 GPRS settings

'GPRS Settings’ define important parameters for connecting to a server via GPRS:
GSM provider’s APN name, APN username and APN password (username and
password may be optional according to your provider), the destination server IP
address and the port it is listening on.

Some operators use specific authentication for a GPRS session — CHAP or PAP. If
one of these is used then the APN name should be entered followed by a colon
and the letter ‘c’ or 'p’. So, for example, if the APN name is ‘internet’ with CHAP
authentication, then enter the APN name as ‘internet:c’

Information about APN, username and password credentials should be provided
by your GSM operator.

Tyalam -
GFs T
Gegfercn [Er\-uHu Ennblad w ] APH GEM provvidar's APH
G5
[ BPH L N
SM5
ng porameby APH passwondt
Tagat IF adiiess 1% . 0 1] 1
Tanet Pait: ESEF =

Figure 20. GPRS configuration
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6.7 SMS settings

e SMS data send - enable or disable periodic data and event SMS use. Note, that
this does not affect replies to messages - they are always sent to sender’s
number.

SMS send timeout - SMS send timeout (recommended 60 sec.)

SMS Login — module login for SMS

SMS Password - module password for SMS

Server phone number - authorized server phone number for SMS requests,
configuration, 24-coordinates and event binary SMS

Authorised phone numbers - other authorised humbers that are allowed to
control the Leda 3200 remotely.

Module login and password, server and authorised number list is
used to protect the Leda 3200 device from unauthorised access.
Device only accepts messages from a list of authorised numbers
and with proper device login and password. Numbers must be
without “+” or "00” prefix. If no authorised numbers are
entered, Device accepts messages from all numbers. Server
phone number automatically counts as an authorised number.

Syzlern Emz
GFS
Geafarce SWS data pand: | Disabled -
5k
GPRS ]
ESefs | || S M5 beginc | mad EME paszeard: | |7
Serd psrameb=iz
10
S erver chohe nume:

Figure 21. SMS configuration

6.8 Send Parameter settings

Send parameters window allows to set GPRS and SMS data send periods, sending
schedules, set allowed operator list.

¢ Send period - GPRS data sending to server period. Module makes attempts to
send collected data to server every defined period. If it does not have enough
records (depends on parameter Min. Saved Records described above), it tries
again after defined time interval

e Time step — FM3200 is improved with 24-coordinates-in-one-SMS sending
mechanism. 24- coordinates-in-one-SMS mechanism is used in areas where no
GPRS coverage is available.

Module collects data and sends to server binary SMS containing information about
last 24 collected points with interval between them defined in time step field. SMS
sending schedule is set in SMS Week Time tab. 24-Coordinates SMS decoding is
described in Protocols” document.

¢ GPRS Context Week Time tab - most GSM billing systems charge number of
bytes (kilobytes) transmitted per session. During the session, FM3200 makes
connection and transmits data to a server. FM3200 tries to handle session as
much as possible. Session can last hours, days, weeks or session can be closed
after every connection in certain GSM networks - this depends on GSM network
provider. GPRS Context Week Time defines session re-establish schedule if
session was closed by network. New GPRS context is opened if time is 10 minutes
till time checked in table. Therefore if all boxes are checked, FM3200 is able to
open new connection

anytime. At scheduled time match FM3200 checks for GPRS session activity. If
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GPRS session is alive, FM3200 sends data to server according to Send period
parameter. If it is not, FM3200 checks if it is able to re-establish the session.
e SMS Week Time tab - week time allows setting SMS data sending schedule.
SMS mode is mostly used in areas where GPRS is not available.
2

Note FM3200 operates GMT time without daylight saving.

4
e Operators list - FM3200 is able to use GPRS with all operators, but if at least
one operator is entered in the list, FM3200 is allowed to connect to GPRS only
while operating in listed operator’s network.

| R from Flash = Sesibo Alash | Loadfrom P, Senm o P, Load Cefaul Profis | Get FMEL | Aesetcevics | Giobal parenntan || Gat firmsars varsan
FuibaMo: 0 Yeuin | 0100 Spre  Fila [OM pat: || D081 w|
5pbury S Pk
o3 ]
[vrreny Sand paniad: | [% 1| Trumatap || 300000 1]
N .
fre GPFS Conbest Wask Tere | Cusin SHE Wk Tise lparatmes Lt
WG
Gurd paisrmiaic ‘whwah clapr | Tres of dap M. Lods -
1 = Cracksl  Chardd pre—
=N T - L e
(=L v 1 ]
(= L : AR
F =1 024 :
5 1 0
= mx i
=
e ] (1]
=] o - .
= mm =
= [om i o
= q 0
& |10
q 1
= |m:; ;
| |0 o a
= il ]
F] -4 -
12 I ~

Figure 22. Send Parameters configuration

6.9 I/O settings

When no I/0 element is enabled, AVL packet comes with GPS information only.
After

enabling I/0 element(s) AVL packet in couple with GPS information contains
current value(s) ofenabled I/O element.
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Peopesy 1D Peoperty Name Byres Descoption

1 Diggtal Ingput Status |1 1 Lowppc: 00 1

2 Digital Input Status 2 1 Lowppc: 00/ 1

24 Speedometer 2 Value in km/h

G Extemal Power Voliape 2 Vialtage: my

&7 Battery YVoltage 2 Waltape: mYy

i Battery Current 2 Battery charpe current: mA; 0 = if external power off
&4 CaPE Power 1 G2 antenng states: O — shoret cireuit, | = conmected
T LB Temperature 2 10 * Degrees [ M0

155 Creomome O 1 Event: U = target ket some, 1 = tarpet entered zone
1516 Crenmone (12 1 Event: O = tarpet beft momne, 1 = tarpet entered zone
157 Cenzone (13 1 Event: U — target kel some, |~ tarpet entered zone
158 Caenmone (K 1 Fveni: U = target bett some, | = tarpet entered zone
154 Cienzone (15 1 Fvent: U = tarpet left some, 1 = tarpet entered zone
194 Wirhmal Odometer b Unstance between two records: m
240 Maovement 1 I = mot moving, 1 - moving

174 Dhptal cutput | state 1 Lomo: /1

150 Dnpatal cuipat 2 state 1 Lope: 1

151 FLROP 2 Probabdiny = 10; (=500

152 H IO 2 Probabdiey = 10; (=500
241 Current Operator Code i Currenily used GEAM Olpermior code 25

There are two types of operations with I/O elements: simple
monitoring and event generating. Monitoring method is used
when current I/0O information needed with regular GPS
coordinates. Event generating method is used when additional
AVL packet is needed when current value of I/O exceeds
predefined High and Low levels. I/O settings allow defining I/O
event criteria.

Frapeiy

it 12 |Enablod| Power volage W
Enatiad [dara4) w | | Friomy L b
High lewet 30000 =
Lwe bt 11000 =
Geverale avent 0n raenge et L

fewmiagng constanl: 3000

Figure 23. I/0 settings

ik

e Enabled or disabled field — allows enabling I/O element so it is added to the
data packet and is sent to the server. By default all I/O element are disabled and
FM3200 records only GPS coordinates.

e Priority — AVL packet priority — low, high or panic. Regular packets are sent as
Low priority records. When low priority event is triggered, FM3200 makes
additional record with indication that the reason for that was IO element change.
When High priority is selected, module makes additional record with high priority
flag and sends event packet immediately to the server by GPRS. Panic priority
triggers same actions as high priority, but if GPRS fails, it sends AVL packet using
SMS mode if SMS is enabled in SMS settings.

¢ High and Low levels - define I/O value range. If I/O value enters or exits this
range, FM3200 generates event. "Generate event” parameter defines when to
generate event — when value enters defined range, exits it or both.

e Averaging constant - it is an I/O event delay parameter. In some applications
there is no need to generate events on every I/O range enter/exit immediately.
Sometimes it is necessary to wait some time interval before event generating.
Averaging constant allows to set I/O event delay (averaging). If I/O value is
entering or leaving predefined range, it must have same value for Averaging
constant time. 1 Averaging constant value equals 20 milliseconds.
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6.9.1 Monitoring

I/O monitoring starts after enabling I/O element and setting up I/O parameters
as it is shown below:

£

Enzbiad [defadi] |~ | Prioil:

High et 0 -
L s vt 0 a
Gemerats avent: H onitong L

Bmagrg consani il =
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6.9.2 Event Generating

Events happen when the value of enabled I/0 intersects thresholds (enter, exit or
on both)predefined by High and Low level thresholds. Table below defines all

available values of I/0 settings.

Priority loeaw, bugh
IIigh level muaximim threshold
Low level mirmmaum theeshold
(enerate cvent on urrerval enters, onoinrerval exir, on both
enrer and exit

ah'r:mgr: constant

1

> (4 Butes)

6.9.3 Hysteresis

Emabied [detadl] w | Prioiy: Laws -
High l=wet ] £
Low level i} -
[Gmeiale avenl
Syl aging corcant; | 10 &

I/O elements can generate events according to hysteresis algorithm. If I/O event
operand “Hysteresis” is selected, events will be generated as it is shown in the
illustration below:

3 Evani

O ks
3 -
y Y
1 '|_. ] | h.|]l| b
i
/ - - ;
.. Lo v
’ — ‘.
!
i %
! 10 Evenl
f
|
-
Tirma

Figure 24. Event generation according hysteresis algorithm
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7 SMS COMMAND LIST

Note: The SMS command list is under constant revision. Please do not assume that this
manual is complete or accurate. Commands may change between different software
versions.

Please always use the latest Manuals published by Diplomat.

7.1 SMS settings for FM3200

Read From Flash = Save o Aash | Losd from Fle, . Sie o P, Load Defadlt Profls | Gat IMEL | Resel devics

Fiokile Wo: |0 Vimpgiore | O1.00 Space: | Fle
Spslen
GPE
Geofence | SHS data send | | Disabled v
GEM
GPAS i
SHS SHMS ogn: || acd S parpword: | "7
%ﬂuﬁdpa’uﬁeﬁels
I
Serer phore mamber: |

Aubwiized phoie nmoes

Hr. Phaive mamizer
3 1]
1

Figure 25. SMS login, password, server phone number
and authorized phone number configuration

Essential fields in 'SMS Settings’ are ‘Login’ and ‘Password’. This login and
password should be used with every SMS sent to FM3200 as identifiers and
means of protection from SMS from unauthorised numbers.

Command structure:
<login><space><password><space><command>

Example:
asd 123 getgps
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7.2 SMS command list

Command

Description

Response

Modem Seatus infoomation

f Week and amount

of manures |l...‘\-": o since start of week

Crredt l.|l.'-.|.': Time, Dhay

I.:.‘-- .l:-.'.ll'l': '.'Il:'u N I'.::E::I: {I"\II CErATod

Drare and Time of lasr successful |,'|:-.'|I-'.;'.'.|| e

Current G5 dara and rims

Cpureset

BRogser 10

resetpr it

Reser all FLASHI profile ro detaulr profile

I..Il\. WLk ."II.III.I'I:'. S e Versionn II'.:.. SCTTLATCH

SeTHs

Drevice runtime system infoomarion

LI'.'.I'lI\. TeCOals

Drelere all recosds saved on FLASH

Readour digiral wprs and curpurs

Leda 3200 User Mar

value .Il.'-\.'-'l'.il'.'I?'. entered 1D, #

SET lI:!':| W OIS

1§
0 —CFF, T — 0N
D3O DO D00 D0

erparii Reacour Paramensr v hie POCOHEOEE eniere d |

113
# - 1D value.

}""I'l paramerer Vallle 3CCofc :I'..E' enfered Il.'l I'.'II\.I

2# - New Paramerer Value

lavitiares || .E.II:. R '.'|-.|'.:'|5_'_ T -":‘:l': |::_|,-|,| rirzer
Server

L# - 1IME]

rH - APN

L0

PASS

AHE-IP
0 - MORT
14 - MODE [-TCP/A-U0DF
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Getstatus

Response details

Diescription

[Para Link

LCeCaTe e '!.I.I.'.' CONNECTLon [ Server ar e maomment: ':l .\l':

connecred, 1 — connecred

PRS

Indicate of GPRS 15 available ar the moment

N

Phone

Call srarus: unavalable, 2 — unknown, 3

W

ringur, 4

I II.I_I o ]

call in propress, 5 — asleep

=N

SIN Seanas: D-veady, L-pin, 2-puk, 3-pin2, 4-puk?

ar

—

Connected o GSM Operator: sumerical id of operatod

Bar

Bartery

.\."Iu'l'.:.l

charge level [11-5]
[

Casid Sagnal Olaality [0-53]

eI

MewsMS

Indicate if new message receved

Koaming () — Home Merwork, 1

UOUTELTEE

ShSFull ol 1
Example: Data Link: 0 GPRS: 1 Phone: 0 SIM: 0 OP: 24602 Bat: 4 Signal: 5
Service: 1 NewSMS: 0 Roaming:0 SMSFull: 0

Shs stocage a5 fallz O Shis stocage full

29
getweektime

Response details

Diescripiion

Clock Sy

Indicates syarem clock synchromzanon stamis, 00— Systent 5 not

syitchromzed, 1 — System synd

L

Dray O Week
Monday, 1

indicates current day of week starting from 0

ll.l':--.l v, erc

l'ime

Indicares current GAT nme

WeekTune

Indhicares rime in mimites stacting feom Monday Q000 GMT

Example: Clock Sync: 1 DOW: 4 Time 12:58 Weektime: 6538

getops

Response details

Diescription

LT

Rerurns list of current avalable allowed Operarors.

Example: GSM OP LIST: 0. 24602

etcfgtime

Response details

Descripiion

Diare /Tiume

Renims | 14T |'l-. ||'|:|-_'|'|;._| \.'l'l'.:.lg-'_'.ll'.l:l.lI'. ClATE |:'|a.| TiiTe.

Example: Last Configuration was performed on: 2010.4.15 5:45:19

etgps

Response details

Diescription

s

Indicares valid {17} or invealed (07 GPS dara

St

':.:" nar .l:..'.llll\.'.'ll:'u :E'-:.:I.l..:ll\. ":El'.':ll:l'.‘-

Laritude (Last pood Larineds

Longitede (Last good Lomnnude)

Al

Adrinade

:\."I"I £

Ground speed, km/h

L

Caround dhrecnon, degrees

Dhare

Current date

Lumne

Corrent CaML rimg

Leda 3200 User Me

Example: GPS:1 Sat:7 Lat:54.71473 Long:25.30304 Alt:147 Speed:0 Dir:77

Date: 2007/8/24 Time: 13:4:36
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etver
Response details Diescription
Ciode Ve Frrmrarare version
Dievice IME]L IME]

Lrevice 113

Drevice [0 5 used o detecr In

SEUVET W :'I'.'.':'I ::. |'ll' { ||. [A} H'Il‘:le'.l'.':.-ll H1 [0

\I“'.I'.':':'I 1|."|'.': "& =

koA
Version of modem e Ca o

Modem REV Ve Mol

i Pifinsware Versu

i

Modem APP Ver:2007.11.07
Modem REV Ver:04.13.00
30

Example: Code Ver:0.48.17 Device IMEI:353976010139156 Device ID:000001

Leds 3200 User Manual

getinfo
Response details Desenption

I:\. I.'h. Vioe I:'l'.-l|:|.":E|::|:'|.J.|-.'|'|:

KT K1 Tume

R&1 Restart Counter

ERERK Faror Counrer

=R Mumber of Sent Recocds

BR Number of broken records

.l Protile CRC Fal counter

Bl Failed GPRS counter

FL. Faled link counter

LT UPLy Twumeout counter
EE senr Shs Counrer

Baal Mo GIPS Timer
i Ps (3PS recever srare. () — CIFE, 1 restarbing, 2 — O but no |-:.\.. K
O and operational, 4 sleep mode

AT Average satellives

K= Reset Source Idennfication

Example: INI:2007/8/24 10:15 RTC:2007/8/24 12:43 RST:2 ERR:11 SR:182
BR:0 CF:0 FG:0 FL:0 UT:0 SMS:2 NOGPS:0:0 GPS:3 SAT:7 RS:7

getio
Response details Description
L= Dipreal Lopaat stare
[ Drigral Oharpat stare

Example: DI1:0 DI2:0 DO1:0 DO2:0

readio #
Response details Description
1 1Cr element 10
Walue 10 Element value

Example: IO ID:3 Value:0

setdigout ##

Sets digital outputs to ON or OFF state. Value is written as a row for OUT1 and

OUT2 values.

Example: 'setdigout 01’ will set OUTZ2 to high level, while OUT1to low level.

getparam ####

Read parameter value. ID consists of 4 digits - first digit identifies profile,
second, third and fourth identifies parameter ID as described in Parameter List

chapter.
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Response details Description
1D Profile number and parameter 1L

W alue Marameter value

Response details Description

ID Profile number and parameter ID

Value Parameter value

Example: 'getparam 1245’ command will request server IP address in profilel.
31

setparam #### #

Sets new value for parameter. ID consists of 4 digits - first digit identifies profile,
second, third and fourth identifies parameter ID as described in Parameter List
chapter. In value field a new parameter value is entered.

Example: 'setparam 1245 127.0.0.1" will change configured IP address in profilel
with new value

flush #,#,#, #,#, #,#

Initiates all data sending by GPRS to specified target server. Comma separated
parameters go as humbered:

1.# - IMEI

2.# - APN

3.# - GPRS LOGIN

4.# - GPRS PASSWORD

5#-1P

6.# - PORT

7.# - MODE (0-TCP/1-UDP)

Parameters are separated by comma (no spaces needed). In case you don’t need
to enter parameter

(Login/Pass) - do not put space, simply put comma and write next parameter.
Example: opa opa flush 353976012555151,banga,,,212.47.99.62,12050,0

Response details Diescripiion
FLUSH M5 Accepred FLUSH 3MS5 Accepred
# records found on FLASH Mumber of records found on FLASH
Minimum Records 1o Send: # Mumber of mirmum saved records ro send
GPRS Enabled: # State of the GPRS connection, 0 — disabled;

1 — enabled

Lume \"'u no I'.'Il.l'.l.':.-: 5 [amme '\-:u I'.l.':'l'.'I HUZEATIC Ol T l.I'\. VILE.

0} — not svncheonized;, 1 — svncheomzed
Example: FLUSH SMS Accepted. 11 records found on FLASH. Minimum Records to

Send: 1. GPRS Enabled: 1. Time Sync: 1.
32

8 Debug mode

FM3200 is able to transmit its current state when connected to PC using USB
cable. It is used to detect errors and provide information to possible solutions
when operating as unexpected.

Download Terminal from:
http://www.Diplomat.co.uk/Downloads/Software/Terminal.rar.

After launching terminal choose baud rate 115200 and hardware control — none.
Select COM port which is assigned to "FM22XX Port”. Click on ‘Start Log’ button
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and save a new file. Then click *Connect’ to start receiving messages from
FM3200.

od. Terminal w1, 9k - 20041226 - by Bray++

— Cabd Fonl Baud 1ale Dabiy  Paiy
~1 € B0 14400 BrE0 ™5 & mona
= r2 a0 e [F s | - o  odd :
Hep w3 2400 ¢ 2EA00 ¢ 128000 = ™ eyen 1.5 T RONSHOFE
Ebaut 4 " ABO0 ¢ 3E00 O 2ER000 | ™ maih ™ RTSATS #x0ME=1FF
Gui I~ ) ¢ 9E00 (" SEO0D " cuwslom | B spacs ¥ " RATS onTx
|_S=llings
Flecs e
EE : vl s L B TR
CEAR | _FusstCointe |13 2] Courkei = 427 BT e EEE

{20081 1 000041 [ {APP SREEARCH]-=Sarling OF Saarch Procaduns

J200E 4 . 00:00k 47 [-== AT+ 00PE=h

W

Tranzmit
oEsA |

BendFie | [ CA=CRsLF == Dipizl | == )¢

Figuré"26."'r'érn'1ihél ‘window

To debug NMEA GPS data, select COM port which is assigned to "FM32XX GPS”,
change baud rate value to 9600 and click “"Connect”.
33

9 Parameter List

FM3200 uses only one profile, therefore all changes to parameters must be done
in profilel (profile0 is for global parameters).

9.1 Global Parameters
Record search (ID=105)

Record search parameter is responsible for record searching order. Value of 0
arranging data starting from newest, while value of 1 arranging data starting
from oldest.

Maximnum | Recommended
vale valus

] 1

Mirmum . . .
i Gioes with (depends on) pammerers Walue tvpe
wralike -

Dara Send interval (1D=270) SH

Link timeout (ID=107)

Link timeout in seconds, indicates link timeout after last record sending.
Disconnection from server is not immediate after data packet is sent. Module
disconnect from server after indicated timeout.

Ml Maximum | Recommended
value valus

5 25020}

oes with (de pends on) parameters

Diata Send interval (ID=270)

Value rvpe

32

I|'.-I|.I s

9.2 Data acquisition and sending parameters
Time based acquire interval (ID=11)

Time interval in seconds, indicating condition to acquire new record. 0 — disabled.
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Mo

."IU.".'I HTUTUETRCEC

N M ':.:l'\. 3 '||:'| .EI'I.II'I..i..!'\-I".'l I":.'.':.I:'.'.'-:I"\- l'l L TV
SaAlke '.:.I.I: VAl o
Diistance based acquire interval
. O (ID=12) )
. ST ! Angle based coordinate acquisition iz
(ID=13)

Distance based acquire interval (ID=12)
Distance in meters, indicating condition to acquire new record. Record is stored
when the distance between previous record is greater than parameter’s value. 0 -

disabled
MMimmum Masimum | Recommended ] ) T o ;
wahse vl value ioes with (depends on) paramerers Walue rvpe
Time based acquire interval (IT}¥=11)
{} (63535 WL Angle based coordinate acquisition LIl
(ID=13})

Angle based coordinate acquisition (ID=13)

Angle in degrees, indicating condition to acquire new record. If angle difference
between last recorded coordinate and current position is greater than defined
value, new record is stored. This parameter is operational, when speed is higher
then 10km/h. 0 - disabled
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Wimmum Macoimuom | Recommended i o
wrl ) I . vl ) a5 Wit .:I'I'll'l-.i'.!\- (! I":.f:.l:'.'.'-:l-'\- \\.ll.ll'-'.':':l'
W ANLEE VAl VAL
Time based acquire interval (IT}=11)
{} 18I} 1) Diistance based acquire interval Li52
(ID=12)
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Data Send interval (ID=270)
Time interval in seconds, indicating frequency of sending data to server. 0 -

disabled.

Mindmum

Mazimuam

."ILl.".'l HTUTLETHIEC

Cioes with .E|'|'-|'|'.:'.r- M1} PATAMENErS

o

Walue Ve

LENCHIG0)

GPRS Enable (ID=240)
GPRS Data send week time schedule
(ID=272)
Minimum records number in packet
(1D=232)

LIl

Minimum records number in packet (ID=232)
Minimum number of records in one data packet that can be sent to server. This
parameter has
higher priority than Data Send interval (ID=270).

Mindimum

Mascimumn

."ILl.".'l HTUTUHEH e

';.:l | R Il:'l .EI'I'II'I'.i'.E'\- M1 I'll.'.':.I:'.l.'-: s

Walae fyp

Time based acquire interval (ID=11)
Dhstance based acquire interval
(ID=12)

GPRS Data send week time schedule
(ID=272)

Dhaia Send interval (ID=2710)

GPRS Enable (ID=240)
Parameter allows or does not allow using GPRS. If GPRS is not allowed value is O,

if GPRS is

allowed - 1.
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MMindmum Masimum Recommended

';.:l'l\. 5 '-'.I|:'I .El'l'll'l'.I'..‘- M1 |'|:.'.':.I!'.|.'-:I"\- \l.ll.ll'-'.':fl'

Data Send interval (ID=270)
Minimum records number in packet
(ID=232) S5
GPRS Data send week tme schedule
(ID=272)

GSM Operator list (ID=271)

Parameter defines operator list. According to this list module allows GPRS
connection only while operating under listed operators. GSM operator codes are
comma separated. Example: 24601, 24602, 24705...24503

Mummuim Maoimum | Recommended

':.:l'l\. S '-'.Il:'l .EI'I'II'I'.i'..‘- M1 I'll.‘.':.lf'.l.'-:l"\- \&.ll.ll.'-'.'.':l'

I TPy LI52

35

GPRS Data send week time schedule (ID=272)

This parameter manages when it is allowed to open GPRS context. When module
starts it is prohibited to open the context. When modem’s GPRS context is being
closed (for example changing network) it is allowed to open it only at defined
time. It is possible to allow connections every 10 minutes up to once per day.

Example value: 7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Format is described in the next chapter.
SMS Data send week time schedule (ID=273)

Parameter defines SMS data sending according to week time schedule. This
parameter is used to set data sending on selected week days and hours. Minimum
time step is 10 minutes.

Example value: 7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Schedule parameter format

Time is defined as 20 byte array. First byte of array defines week days, the
following 18 bytes define timestamps with 10 minute interval and the last byte is
unused. In first byte, first bit (LSB) defines if module should connect to GPRS
(send SMS) on Monday, second bit — on Tuesday and so on up to seventh bit -
which means Sunday. Eighth bit (MSB) is not used. If bits value is 0 then device
is not allowed to open GPRS context, but if it is already open - does not close it.
If value is 1 it will

work as day minutes are defined in rest of the bytes.

Day’s minutes are defined by 18 bytes (144 bits). Every n’th bit (beginning from
the first bit (LSB) and ending 18 bytes 8'th bit (MSB)) indicates every 10'th
minute of the day (day has 1440 minutes).

Example:

GPRS will be allowed on Monday to Friday at 8:00 and 16:00 GMT the following
value should be configured:
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00011111 00000000 00000000 00000000 000000000 00000000 00000000
00000001 00000000 00000000 00000000 00000000 00000000 00000000M1
00000000 00000000 00000000 00000000 00000000

Red bits indicate that GPRS will be allowed everyday except Saturdays and
Sundays.

Blue bits indicate 480 and 720 minutes (480 min = 8 h and 720 min = 16 h). So
the parameter value should be:
1F 00 00 00 00 00 00 01 00 00 00 00 00 01 00 00 00 00 00

It should be sent as UTF8 encoded string.
SMS Data send allow (ID=250)

Parameter allows or does not allow using binary SMS to send Avl data. If SMS use
is not allowed value is 0, and 1 if allowed.

MMidmum Maximum | Kecommended

’ Gioes with {(depends «
wvalee valus I

M1 I'll.'.':.I:'.L'-: s \L :EI.II\. I I'll.'

Format is described in the next
chapter.

SMS Daia send week time schedule 58
(ID=273)

SMS Data send allow (ID=250)

24 Records time step (ID=274)

Module is able to send binary SMS which contains 24 coordinates. Parameter
ID=274 defines time step (in milliseconds) between each coordinate.
36

\.'IHI'I.-'IIII'”“ ."-|.I:\..|I|'|'.|.|!'. RI.:”“.::I“HIHI:-E Croes with (depends on) paramerers Walue rvpe
Wanke YlUC VL N . .
SMS Data send allow
(ID¥=250)F crmat 15 descabed in the
1 4204967 295 MU mexr | |'.:i|'-I-. I G
SMS Data send week time schedule
(ID=273)

9.3 Security settings and parameters
SMS User login (ID=252)

User login is used to ensure module security. Used in every SMS that is sent to
device.

Example: ba321

Mirmmum Macomum | Recommended ) oo
o M LadaEs Wit .::':':I'I..i..h"'.'l I":.'.':.I:'.'.'-:I.'\- \\.ll.ll'-'.':':l'
WAL '.:.I.I: WAL
chas SMS User password (I1D=253)
emypy -' ) Server Mumber (IT=2ai) S815]
SEg Authorized Number #1 (ID=261)

SMS User password (ID=253)

User password is used to ensure module security. Used in every SMS that is sent
to device.

Example: ab123

Page 36 of 44



dimum Maxomum | Becommended . o
vahie valile value Laoes wath (depends on) paramerers "q..||.|-.-'-.-:‘.|-
% cha SMS User login (I1}=252)
Empry o Server Number (ID=260) S815]
Fnng Authorized Number #1 (ID=251)

Server Number (ID=260)

Value is server GSM number. To this number the SMS with 24 coordinates is sent.
Example: 37060012345

Mindmum Maximum | Kecommended § .
. . Lades Wi (EPeds o) paramerers \L.ll.ll."'.':‘:l'
Salke '.:.I.I: VAle
16 char I e !
Empry tring SMS Data send allow (ID=250) S4[16]

Authorized Number #1 (ID=261)

Parameters ID=262 to ID=269 have values for 8 more authorized numbers If at
least one number is entered then only those number can send messages to
device.

Example: 37060012346

Niumum MMammum | Recommended i o
b e b Goes with (depends on) paramerers Walue rype
WAL VAL WAL
16 char e e ]
Eimpry e SMS Dara send allow (TD=250) S8[1a]
Srring
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9.4 GPRS access and address settings

APN Name (ID=242)
Parameter defines GPRS Access Point Name.

Nimmum Maimum | Recommended ) o
. . Lioes with (depends on) paramerers Walue rvpe
SANke '.:.I.l: WAL
12 cha GPRS Enable (ID=240)
Eonpry . APN usemame (ID=243) 5832
tHrng APN Password (1D=244)

APN username (ID=243)

Parameter defines APN username. In case operator does not use username for
login, value should be empty.

Nimum Yaoimum | Recommended i o
value vl vahie Lioes with (depends on) paramerers Walue rvpe
E & chae APMN Name :'I 1]2242; &,
P string APN Password (ID=244) H16]

APN Password (ID=244)

Parameter defines APN password. . In case operator does not use password for
login, value should be empty.

Niumum Naomuom | Recommended i o
wvale value wahse L0 s W (OEPEnds O0) pAramerers ‘|._||_||,-'-_-:-;|-
Sp— o ch APN Name (ID=242) 26
A Srrir APN usemame (I1)=243) Hl6]
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Data send protocol (ID=231)
Parameter defines GPRS data transport protocol. Module can use TCP or UDP
transport protocol to send data to server. For TCP protocol value is 0, for UDP
protocol value is 1.

Mindmum

Mlaimam

."I.l.".'l HTUTHEROEC

L

WS W I|:'I .EI'|'II'I'.i'..‘- M1 |'|:.'.':.I:'.|.'-: rs

Walue rype

GPRS Enable (IT=240)

Server IP address (ID=245)

Parameter defines Avl data destination server IP address. Example: 212.47.99.62

Slimmm

."ILl.".'l HIITAETHIEA

25 '-'.Il:'l .E:'.':I'I'.i'..‘-l".'l I'll.'.':.I:'.L'-:I"\-

"!u .||.I|.' -'.':':I'

GPRS Enable (ID=240)
Server port number (ID=246)

5816

Server port nhumber (ID=246)
Parameter defines Avl data destination server port number. Example: 12050

Mirmmum Mupcinum | Recommended ) o
. . Lades WITH (EDends Od) paramerers \\.ll.ll."'.':":l'
walle valus VAl
. . GPRS Enable (ID=240) Ul
ANy L3033 Server [P address ﬁ_I D= 245} !
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9.5 Geofence zones settings and parameters

This chapter explains how to get all parameters for the first GeoFence zone (all ID
numbers are for the 1st zone). And at the end of the chapter (part 1.6.7) is
presented a table with the IDs of all the rest GeoFence zones.

GeoFence border width (ID=20)

GeoFence border thickness, measured in meters.

Mindmum Mlaximam

Recommended
valee valus wahue

':.:"l. 5 '-'.I|:'I .E:':‘JI'I'.i'..‘-"'.'I |":.'.':.I:'.|.'-:I"\- i I.I.I'|_':":

GeolFence Zone #1 Configuration

N LNEH LA DTN B
1 o Parameter (ID=30)

LK

GeoFence Zone #1 Configuration Parameter (ID=30)

GeoFence Zone #1 Configuration is 1st zone basic settings parameter: GeoFence
zone shape, priority, zone entering event, zone-leaving event. There are two
GeoFence zone shapes: circle, rectangle. GeoFence Zone priority has eight levels
(0 to 7). Parameter value is four bytes that have bit encoded values.

0 bit - GeoFence zone shape

1-3 bits — GeoFence event priority
4 bit - Zone entering event

5 bit - Zone leaving event

6-31 bits reserved

Example:

Value to set: 51 (integer) is [M]00110011[L], where GeoFence Zone shape is
Rectangular,

priority of 1, Zone entering event is enabled, Zone leaving event is enabled.
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Minimum Maximum | Recommende

Cioes with (depends on) paramerer Value typ
vl value d value - : ; I " Y

GeoFence border widih (TI¥=20)
GeoFence x1 (ID=31)

(1 GeolFence vl (ID=32) 732

GeoFence x2 (ID=33)

GeoFence v2 (ID=34)

GeoFence x1 (ID=31)

Parameter has two meanings dependent on zone shape. If shape is rectangular,
then ID=31 is left down corner X coordinate in WGS. If shape is circle, then
ID=31 is center of that circle X coordinate in WGS.

Sample value: 25.30528

Mindmum Maxmnum | Recommended

';.:l'l\. S '-'.Il:'l .E:'.':I'I'.i'..‘-l".'l I'll.'.':.I:'.l.'-:I"\- % U TV

GeoFence horder width (ID=20)
GeolFence Zone #1 Configuration Floar
Parameter (ID=30)

LR0LA LR0OAY

GeoFence y1 (ID=32)

Parameter has two meanings dependent on zone shape. If shape is rectangular,
then ID=32 is left down corner Y coordinate in WGS. If shape is circle, then
ID=32 is center of that circle Y coordinate in WGS.

39

Recommends

o waldue

Minimum Maximum

Cyives with W akue

' ':':: TS Ol |'l:.'.':EI:'.|.'-: IS

GeoFence border widih (I1=210}
GeoFence Zone #1 Configuration Floar
Parameter (ID=30)

TV
vl value YEE

AL D000

GeoFence x2 (ID=33)

Parameter has two meanings dependent on zone shape. If shape is rectangular,
then ID=33 is right upper corner X coordinate in WGS. If shape is circle, then
ID=33 is radius of circle with center of ID=31 and ID=32.

Mimamum Maximum | Recommended

(zoes with .E:':":I'I'.i'..‘--".'l paramerers i ULk TV

GeoFence border width (ID=21)
GeoFence Zone #1 Configuration Floar
Parameter (ID=30)

1R LR

GeoFence y2 (ID=34)
If shape is rectangular, then ID=34 is right upper corner Y coordinate in WGS. If
shape circle, ID=34 is not used.

Mindmum Maxinum | Recommended

Cioes with .E:':":I'I'.i'..‘--".'l PATAMETETS ! ke TV

GeolFence horder width (TD=20)
GeoFence Zone #1 Configuration Floar

Parameter (ID=30)

LA Al

All the rest zones
Other 5 GeoFence zones parameters have the same logic as shown in GeoFence
Zone #1.
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GeoPence Aone | Geobence Fong’s
:\ .|:':'|..:: r pAaramerers
2 Wi — 44
3 Al — 54
B Gl — 64
5 =74

9.6 System parameters

Sleep mode (ID=000)
Parameter enables or disables sleep mode for FM4100: 0 - disabled, 1 — enabled.

Slimamum Maimuom | Kecommended
. \ Valse type
value valus value o

{ 1 Erum

GPS Enable (ID=10)
Parameter enables or disables GPS receiver. When GPS is disabled value is 0, and
1 when enabled.

Minimum Maimum | Kecommended

I " Cioes with .E|'|'-|'|'.:'.:--".'| paramerers Value fvpe
wallke valus walle '

Time based acquire interval (ID=11)
Distance based acquire interval

0 1 (ID=12) b

Angle based coordinate acquisition

(ID=13)
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9.7 10 properties

IO properties - are additional data sources which are recorded along with usual
GPS data.

I0#1 property parameter (ID=300)

Parameter defines 10 property value. Possible values: enabled (value 1), disabled
(value 0).

il 1
Disabled | Enabled

If value is "CAN’, then CAN data is automatically added to this property.

M Recommended . o
. . Lades Wit (Oepeds Od) paramerers WVahee rvpe
wallke valus walLe o

Leds 3200 User Manual

10#1 priority (ID=301)
1021 High level (ID=302)
10#1 Low level (1ID=303) S8

IO0#] logic operand (ID=304)
10# averaging length (TD=305)

10#1 priority (ID=301)
Parameter defines 10 property type of priority: 0 is low, 1 - high, 2 - panic, 3 -
security priority type.
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Niumum Yaommuom | Recommended i o
\ | \ Cioes with (depends on) paramerers Walue rvpe
SaAle VAILLE SAanke -

IO#] property parame ter (ID=300)
[04#1 High level (ID=302)
il 4 i} IO# Low level (IT=303) Rt
10#1 logic operand (ID=304)
101 -.u'nmging J.L‘!IE'[]I (ID=3035)

I0#1 High level (ID=302)
Parameter defines high value of triggered 10 property. This parameter is used to
set thresholds for 10 properties to generate events.

Mindmum Maximum Recommended .
. CGioes with (depends on) paramerers Walue rvpe
SAlke WAlLe AL N N B

1O##1 property parameter (11D=300)
[0 prioriey (ID=301)
ZLATAR3RAR | 214TIRIGAR 1 [0#1 Low level (IID=303) 532
10#1 logic operand (IT3=304)
10#] averaging length (I1}=305)

I0#1 Low level (ID=303)

Parameter defines low value of triggered 10 property. This parameter is used to
set thresholds for IO properties to generate events.
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Midmum Maximum | Recommended \
\ Cioes with (depends on) parameters Walue rype
Yalke L :EI.H. i I 1€ : oF

10#1 property parameter (11D=300)
104 prioni (ID=301)
ZLATAR3RAE | 214748304 I I0#1 High level (ID=302) =32
10#1 logic operand (ID=304)
10#1 averaging length (ID=305)

I0#1 logic operand (ID=304)
Parameter defines when event is sent: 0: on range exit, 1: on range entrance, 2:
both, 3: monitoring.

Minamal Mazimum | Recommended ] o
. . L5 WIThH .:I'I.ll'l..l.I:\."'.'l I"I'.':.I:..L'-:I.'\- \\.ll.ll.'-'.'.':l'
oAl VAl WAL B

[0#1 property parameter (1D=300)
IO#H priority (ID=301)
I 3 3 1041 High level (ID=302) S8
10#1 Low level (1D=303)
10#1 averaging length (ID=305)

I0#1 averaging length (ID=305)
Parameter defines 10 property sample length to average. If no averaging needed
default value is 1.

Midmum Maximum | Recommended \
' Cioes with (depends on) parameters Walue rype
Yalke L :EI.I\. i I 1€ : -

10#1 property parameter (11D=300)
104 prioni (ID=301)
i} 214745504 i 10#1 High level (ID=302) 532
041 Low level (ID=303)
10#1 ]ngic operand (11=304)

Other IO property elements are configuring in same logic. All IO elements
parameter list is below.

Leds 3200 User Manual
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1) Element Mumber 1) element parameters
1 ) l.'lls'_li:il gt 1 ST e
L=y | l}u'_li:il ingr 2 A1) ila
[O#H2 — Dhgaral cutpur 1 3200 = 325
10033 — Dhggral ourpur 2 A — 355
LOES — PP 3N — 345
1Oy — HDOP A3l — 355
1030 — Exrernal Power voltape Al — 65
LOFET — G5 power A =375
[OHE - PCB terpe AN AR — 3E5
[ — Movement sensor MY — AU5
[OHELD — Odometer POl — 405
[CHEL] — Cuarrent Opecator Caods L — 415
10#12 — Speedometer P20 — 425
13313 — Batren '.:I:I|:'_: b3 135
[ 214 — Barrery current FHE — 445
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10 MOUNTING RECOMMENDATIONS

10.1 Connecting Wires

e Wires should be connected while module is not plugged in.

¢ Wires should be fastened to the other wires or non-moving parts. Try to avoid
heat emitting and moving objects near the wires.

e The connections should not be seen very clearly. If factory isolation was
removed while connecting wires, it should be applied again.

¢ If the wires are placed in the exterior or in places where they can be damaged
or exposed to heat, humidity, dirt, etc., additional isolation should be applied.

e Wires cannot be connected to the board computers or control units.

10.2 Connecting Power Source

¢ Be sure that after the car computer falls asleep, power is still available on
chosen wire. Depending on a car, this may happen in 5 to 30 minutes period.
e When module is connected, be sure to measure voltage again if it did not
decrease.

¢ It is recommended to connect to the main power cable in the fuse box.

10.3 Connecting Ignition Wire

e Be sure to check if it is a real ignition wire — power does not disappear while
starting the engine.

e Check if this is not an ACC wire (when key is in the first position, most
electronics of the vehicle are available).

¢ Check if power is still available when you turn off any of vehicles devices.

¢ Ignition is connected to the ignition relay output. As alternative, any other
relay, which has power output, when ignition is on, may be chosen.

10.4 Connecting Ground Wire

e Ground wire is connected to the vehicle frame or metal parts that are fixed to
the frame.

o If the wire is fixed with the bolt, the loop must be connected to the end of the
wire.

e For better contact scrub paint from the place where loop is connected.

Page 42 of 44



10.5 Connecting Antennas

e When placing antennas avoid easily reached places.

¢ Avoid GPS antenna placement under metal surfaces.

¢ Avoid placing FM3200 device near car radio, speakers or alarm systems.

e GPS antenna must be placed so its state is as horizontal as possible (if antenna
is leant more than 30 degrees, it is considered incorrect mounting).

e GPS antenna cable cannot be bent more than 80 degrees.

e GPS antenna must be placed sticker facing down

Figure 27 GPS antenna correct mounting.

It is recommended to place GPS antenna behind dashboard as close to the
window as possible. A good example of GPS antenna placement is displayed in a

picture below (area colored green).

Figure 28. Correct placement of FM3200

10.6 Module Installation

e Module should not be seen or easily reached.

e Module should be firmly fixed to the surface or cables.

¢ Module cannot be fixed to heat emitting or moving parts.

e SIM card should be inserted in the module while the connector is plugged off
(while module has no power).
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11 CHANGE LOG

Mr.

Dhae

Vermion

Commenis

A RNE] L Preliminary deaft release.
2 D105 L 1|.-.|-.|-L-.|:'|.I| |_s'_|'.l':‘:|! G ||:.:-!.|.|...\'..l.ll.'.\'.'l'.ll'.:'l;'_:'.l.':'li_g'l.':'ln.l fiaTaty]
woording hysreresis alponrhm.
b (11116 LIS ] FRI2AN) view & dimensions figure added.
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