Internet access

Diplomat supply a complete surf-guard firewall as standard when they supply you with a router, it restricts access to only a few sites on the internet. Why?
It keeps out unwanted visitors

A firewall can be thought of as a barrier between your computer and the extremely hostile environment of the internet.  Your computer software periodically needs to open software windows to communicate across the internet.  These windows are actually called ports. Different programs use different ports to recognise each other.

A computer without a firewall has all the ports open and exposed which means a hacker or automated hacking program can pretend to be a friendly program and climb into your PC through the open window/port just like a burglar.  Once in they can snoop through all your personal data, leave viruses or Trojan horse programs to run on your PC, delete and corrupt your data or even worse deposit illegal data such as pornography on your hard disk.

A computer with a firewall only opens ports to the internet as and when programs on your PC need them.  They are then firmly shut again once the session closes.

It restricts which pages on the internet you can visit.

In addition to this the Firewall can restrict which internet pages you visit.  The internet web pages are transported to you over a port but sometimes these pages have unwanted payloads and you can be inadvertently fooled into opening messages that again drop unwanted programs, viruses and data onto your hard drive.

A word about emails

Emails that are opened either by Outlook, Hotmail, Yahoo etc. are the most common cause of viruses.  Malicious programs send dummy emails that have viruses attached to them.  Once you open the email you are infected.
Your responsibility

Diplomat are not responsible for viruses and performance problems caused by internet access.  Any corrective work in this respect is always chargeable, it is therefore your responsibility to keep your virus scanners and adware scanners up to date and used on a regular basis.

By signing this document you understand that the removal of the firewall will greatly increase the risk of exposure to these problems and you may incur additional unwanted costs.  Currently Diplomat Support Contracts do not cover any remedial work of this nature.

If we are asked to fix virus or unwanted program issues Diplomat will charge according to the published hourly rates published on our website.

I have read and understand this warning and I agree to have my firewall removed.
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Please print, sign and return this form to: Diplomat Data Systems Ltd, Units 3 & 4 Summerlea Court, Herriard, Basingstoke, Hampshire, RG25 2PN or fax back to 01256 381571
